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I. Background 

The Domain Name System (DNS) does not restrict the characters that can appear in a 
domain name (in technical terms, any octet may be included). 
However, a separately formulated “Host Name Rule” limits second-level domain 
names (or more generally, the left-most label in any publicly accessible name) to the 
letters “a-z”, the digits “0-9”, and the hyphen “-“, collectively abbreviated the “LDH” 
characters. These 37 characters are only a fraction of the more than 40,000 
subsequently encoded in the Unicide Standard. In the interim, the availability this 
larger number for domain names has become an urgent cultural issue. The majority of 
Internet users are no longer native English speakers (while 80% of Internet users are 
non-English natives, 80% of Internet content is in English) (Fahd Batayneh), and if the 
Internet is to become a truly global communication platform, it must reflect and 
support the linguistic diversity of the entire user community in all steps of the 
resource location and retrieval process. 
The Domain Name System is only part of this complex operation, but is as 
fundamental to it as any single component can be.   
To create and use domain names from the full range of Unicode characters, a 
character-encoding scheme that uniquely maps Unicode code points to an ASCII 
representation must be used and standardized.  The Internet Engineering Task Force 
(IETF) led the effort to create standards for using non-ASCII characters in the DNS 
resulting in a series of protocols and definitions known as Internationalized Domain 
Name in Application 2003 (IDNA 2003).  Internationalized Domain Names (IDNs) are 
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domain names that include characters, used in the local representation of languages, 
which are not written with the twenty-six letters of the English Latin alphabet "a-z".   
 
As the underlying DNS protocol is still capable of handling only LDH code points, IDNA 
must be adopted and implemented in each Internet application and service in order to 
enable its users to fully use IDNs.  As there are still a highly substantial number of 
Internet applications that do not support the current IDN standards (IDNA 2003), even 
in those applications that already implemented IDNA 2003, the user experience for 
IDNs often varies greatly by application as there is no consistent approach to the user 
interface.  The lack of a consistent user experience across applications, as is the case 
with ASCII domain names, creates a challenge to the adoption of IDNs as the true 
mainstream name space for non-English speaking Internet users.  
 
At the same time, the introduction of IDN strings at the top level domains (IDN TLDs) 
as well as further community efforts to internationalize other Internet protocols such 
as email, resource identifiers and registration data demand collective and organized 
community efforts to expedite timely adoption of the current and future 
internationalized standards for the benefits of non-English speaking Internet users by 
providing them with ubiquitous application support, predictable behavior and a 
consistent user experience. 

 

II. Current Status & Challenges 
 
II.A IDNA 2003: Industry and Market Adoption of the Current IDN Standards 
 

 Browser Applications 
Many of the popular browser applications have implemented IDNA 2003 in 
their latest versions, but there is still a substantial install-base of legacy 
browsers, which are not natively capable of handing IDNs making them 
practically unusable for their users without help from an add-on software 
such as VeriSign’s i-Nav™ IDN plug-in or Neteka’s NetMate plug-in.  
 
In some countries in which there is a high penetration and concentration of 
IDNs, it is estimated that there remains a significant user base of legacy 
browsers without native IDNA 2003 support.  

 
 Email Client & Server Application 

There is a strong market desire and demand to use IDNs for email in addition 
to navigation within browsers.   None of the major email client applications 
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currently support IDNA 2003 so as to make IDNs interoperable with SMTP.  
Many applications can display a localized email address, but the underlying 
address is still un-encoded ASCII at best. 
 
Similarly, the administration interfaces of major email server applications do 
not support IDNs. As a result, mail administrators must turn to an 
independent conversion tool to convert IDNs using ASCII-compatible 
encoding (ACE) for IDNs (i.e., punycode) for any of the daily and routine 
administrative tasks in their email administration.  
 
These two problems strongly discourage the adoption of IDNs in email. 

 
 Suites of Office Productivity Tools 

Most vendors of suites of office productivity tools do not support IDNA 2003 
at this stage.  IDN-based hyperlinks in these applications, for example, are 
clickable but not working due to lack of IDNA support.  

 
 Web-based Email Services, Social Networking Services, Blogging & Online 

Banking 
Considering the huge user base and enormous popularity of Web-based 
email services as well as social networking services across the globe, IDNs 
must be supported by Web-based mail services as well either by individual 
service providers and/or by browsers.   

 
 Uniform & Consistent User Experience  

Unlike the consistent treatment of ASCII domain names experienced when  
used in a wide variety of Internet applications and services, the treatment of  
IDNs varies greatly, often resulting in an application or service either  
inconsistently handling the U-Label (the name as displayed in native scripts) 
of a  TLDs  or completely not working.  

 
 User Adoption of IDN-enabled Applications  

Outside of browsers released after 2006, the user awareness and outreach of 
existing IDN-enabled applications is still relatively low. 
 

 Lookup Tools and Command Prompts  
Current lookup tools accept ASCII characters only. If you try to lookup an IDN, 
no results are returned. In addition, various command prompts (such as cmd) 
accept ASCII characters only. If the language is changed, question marks “?” 
appear. 
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 DNS Registration  

Most DNS resolving software – if not all – can resolve ASCII characters only. 
Thus, when making new domain name entries in zone files, they must be 
entered in ASCII rather than Unicode.  
 

 Search Engines Behavior and SEO 
They play an important role in marketing, proper representing and indexing 
IDNs. If Search engines fail to cope or meet IDN user expectations, this would 
negatively affect the adoption of IDNs and makes registrants stay away from 
IDNs under the fear of low ranking their IDN Web site in the search results.  
 

 SDKs and Mobile SDKs 
Mobile applications have become very popular. There are thousands of 
applications out of which many use domain names in the background to 
fetch/manipulate data. An obvious example is RSS feed application. SDK 
providers need to participate in the discussion.  – 
 

 Web Hosting Solutions Providers 
Examples are hosting automation applications (cPanel, Plesk, etc.). End users 
expectations for provisioning IDN hosting packages should be as simple as 
what it does with ASCII domain names. 
 

 SSL/Digital Certificate Providers 
An IDN should be easily signed and be good enough for companies to use in 
ecommerce. 
 

 Email & Office Suite Providers 
In email applications, IDNs are not being handled properly not only in the 
header and the address bar but also in the body of the message.  IDN-based 
embedded URLs in the text body of email messages as well as office suite 
applications often failed to be recognized legitimate URLs failing to invoke 
browser applications when users click them. 
 

 Threats and Countermeasures 
The visual display of IDNs expose end users to significant threats including an 
increased exposure to phishing attacks and visual spoofing. These attacks can 
have the side effect of compromising brand reputation and consumer trust.  
IDN-based visual spoofing attacks have been demonstrated through research 
and also seen in the wild, yet the adoption of defensive methods has been 



 

 
 

- DRAFT - 
Discussion Points for IDN Software Developer’s Consortium 

- Amman, Jordan October 29, 2010 
Prepared by June Seo (jseo@verisign.com), VeriSign Naming 

Changes made October 1, 2010 by Pam Covington 

5 

widely varied across user-agents and other applications.  Registries and 
registrars are in a unique position to counter this threat given the proper 
tooling. (Chris Weber contribution) 
 

II.B IDNA 2008: The Next Generation of IDN Standards  
 

IDNA 2008 was recently approved by IETF and is now the next generation of IDN 
standards. RFCs for IDNA 2008 were published as RFC 5890, 5891 and 5892.  
(Hiro Hotta)IDNA 2008 is expected to face the same set of challenges as outlined 
under IDNA 2003 above with anticipation that the adoption and the 
implementation of the newer standards will be expedited thanks to the 
community efforts being highlighted by this Consortium.  
 
Transition Period 
Because significant incompatibility exists between IDNA2003 and IDNA2008 
there is an expected period of transition that will occur when applications and 
registries need to offer support for both protocols before dropping support for 
IDNA2003.  To help guide a transition period, the Unicode Consortium has a 
proposed draft Technical Report (TR46) published which has been contributed to 
and reviewed by leading software vendors and standards bodies.  The 
incompatibility between IDNA 2003 and IDNA 2008 opens up significant threats 
to user and brand security that will exist as long as applications and registries 
support both protocols.  Therefore TR46 hopes to play a guiding role for 
applications, registries, and registrars to deliver a safer and more secure Internet.  
(Chris Weber contribution) 
 

 
II.C IDNs at the Top Level Domains (IDN TLDs) 

 
There are many Internet applications and user interfaces with a limitation of 
accepting TLD strings no longer than 4 letters.  With the introduction of IDN 
strings at the top level, this limitation in character length will make IDN TLDs 
unusable in some applications as punycode, the standard ACE for IDNs, uses a 4 
letter long prefix of “xn--“ as part of the identifier in the A-Label (ASCII 
representation of IDNs).   Other applications will not permit the entry of non-
ASCII characters including Extended Latin, into standard e-mail fields as well. 
 
The IDN ccTLD Fast Track program at ICANN 
(http://www.icann.org/en/topics/idn/fast-track/) introduced 4 IDN country-code 
TLDs (United Arab Emirates: امارات., Saudi Arabia: السعودیة., Russian 
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Federations: .рф, and Egypt: مصر.) into the DNS root zone as of late April 2010. 
Since then, eight (8 ) more ccTLDs have been introdced: China (.CN), Hong Kong 
(.HK), Jordan (.JO), Palestininan Territory (.PS), Sri Lanka (.LK), Taiwan (.TW), 
Thailand (.TH) and Tunisia (.TN), making this limitation in many application 
interfaces as an immediate challenge to IDN adoption and use. II.D Other 
Standardization Efforts for Internationalization 

 
In addition to IDNA, there are other community efforts under development to 
internationalize other Internet protocols as follows: 

 
 Internationalize Resource Identifiers (IRI) in IETF 
 Email Address Internationalization (EAI) in IETF 
 GNSO Internationalized Registration Data (IRD) Working Group in ICANN 

 

III. Mission, Goals & Objectives 
 
III.A Mission 
 

The IDN Software Developer’s Consortium mission is to be the advocate group 
for the adoption of IDNs and will act as the conduit between the various 
stakeholder groups to: 1) facilitate the flow of information from one group to 
another; 2) Help identify and gather issues facing the stakeholder groups and 3) 
Disseminate that information to the specific organizations and Working Groups 
who will assist in solving these issues.  

 
The primary mission of this group is to act as advocates for the adoption of IDNs 
in order to impress upon application vendors the end-user demand for IDNs and 
the risks of non-adoption of the IDNA standards.   
  
The IDN Software Developer’s Consortium (IDN SDC) shall study and share best 
practices to expedite the lifecycle of application support for the current and the 
future IDN standards (IDNA 2003 and IDNA 2008) and IDN TLDs as well as other 
standardization efforts for internationalization.  
 
As a collective and organized community effort, with representation from major 
stakeholders as described in Section “V. Invited Representatives” below, the IDN 
SDC shall establish a community platform to identify critical challenges in 
adopting and implementing related technical standards and to solicit and share 
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input and experiences from participating members to overcome those 
challenges for the benefits of non-English speaking Internet users.  

 
III.B Goals & Objectives 
 

The following are the goals and objectives for the IDN SDC.  
1)  the IDN SDC shall hold educational briefings and reviews on the topics of 
IDNA 2008, IDN TLDs, and registry status in various generic and country-code 
TLDs with IDN programs to gauge user demand from as broad an audience as 
possible.  
 
2), the IDN SDC shall conduct studies where necessary to identify critical 
challenges in adoption of the IDNs and user expectations in various applications 
and services to provide a set of data for application developers to build 
meaningful interfaces as well as provide the basis for development of 
informational RFCs where appropriate.  
 
3), the IDN SDC shall include as part of its studies best practices that cover 
technical and linguistic expertise, experience and knowledge base for easier, 
faster and wider adoption of IDN standards in various applications and services. 
 
4),  the IDN SDC shall solicit input from members to identify and suggest areas of 
improvements in application and service behavior and/or feature sets for better 
user experience beyond the technical implementation of standard specifications 
described in related RFCs to support BOFs and other appropriate working groups 
for standards development within the relevant standards development bodies. 
 
5). Maintaining a repository of IDN-enabled software – The IDN SDC does not 
have to verify the compliance of software with standards or guidelines. It just 
maintains the repository. It may be a wiki where people can post evaluations of 
each software. 
For example, JPRS has just published an IDN-library kit that complies with 
IDNA2008 as open source, but maybe very few people know that. 
http://jprs.co.jp/en/topics/2010/100720.html.  
6), the IDN SDC shall maintain current working knowledge of the attack vectors 
and threat landscape relating to IDN.  A consolidated briefing of this information 
should be available along with guidance and suggested tooling that enables 
registries, registrars, and applications to make sound decisions that protect their 
assets, consumers, and the Internet community. (Chris Weber contribution) 
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IV. Scope, Deliverables & Milestones 
 
(TBD) 
 
The scope, deliverables and milestones of the IDN SDC efforts are to be discussed and 
determined by members in future meetings starting June 19, 2010 in Brussels and 
continuing into the fall 2010.  

 
Discussion topics: 
“Set a date at which we plan to go public”. 
>( So far I have not seen anything on the list that I would expect  
> someone to be concerned about – Chaals McCathieNevile). 
 
> An alternative is to create a public list (which people like Gerv and  
> myself are much more likely to use for any real discussions), and  
> maintain this list for administrative internal purposes. (Chaals 
McCathieNevile) 
 
This would be a less-good but perhaps acceptable alternative. The problem 
with it is that people will be tempted to use the internal list for 
discussions, and other people will have to nag them to move, and that 
creates hassle and bad feeling. It would be much easier if there were 
just one, public list. Then everyone knows where they stand. (Gervase 
Markham) 

 

V. Invited Representatives 
 
 gTLD Registry Operators with Significant IDN Adoption 

 
 ccTLD Registry Operators with Significant IDN Adoption in Non-Latin Scripts 

 APAC (mostly CJK community representing China, Taiwan, Hong Kong, Japan, 
Korea and SE Asia as well as related industry associations such as Asia Pacific 
Top Level Domain Association (APTLD), Joint Engineering Taskforce (JET), and 
Chinese Domain Names Consortium (CDNC)) 

 Middle East (using bi-directional scripts) 
 Eastern Europe (using Cyrillic)  

 
 Internet Application Developers 

 Browsers 
 Email Applications & Servers 
 Web-base Email Service Providers 
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 Office Suite Applications 
 Social Networking Platforms (Chris Weber) 

 
 Industry Thought Leaders in IDN 

 Industry Thought Leaders in IDN standardization  
 
 SDK Providers   

 
 Web Hosting Solutions Providers  

 
 SSL/Digital Certificate Providers Internet Security Practitioners (Chris Weber) 

 
 Member Organizations of APTLD 

VI. Formation, Staffing, & Organization 
 
(TBD) 
 
The formation, staffing, and organization of the IDN SDC are to be discussed and 
determined by members in future meetings starting June 19, 2010 in Brussels. 
 

VII. Obligations 
 
There are no mandatory obligations by members being proposed at this stage. The 
obligations of the IDN SDC, if any, are to be discussed and determined by members in 
future meetings starting June 19, 2010 in Brussels. 
 
Face-to-face member meetings are tentatively planned for 3 times a year around 
other major industry gatherings such as IETF, ICANN, IGF and/or regional Internet 
venues such as APTLD (Asia-Pacific Top Level Domain Association) meetings in various 
locations worldwide. 
 Bi-weekly conference calls.  (Pam Covington) 

 
 

VIII.  Appendix - Useful Resources 
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 IDNA 2003, IDNA 2008 & Informational RFCs 
http://www.icann.org/en/topics/idn/rfcs.htm  

 
 ICANN IDN Glossary 

http://www.icann.org/en/topics/idn/idn-glossary.htm 
 
 ICANN’s IDN Home Page 

http://www.icann.org/en/topics/idn/  
 
 ICANN IDNWiki & The “example.test” names in the Root Zone 

http://idn.icann.org/Main_Page 
 
 IDN Basics 

http://idn.icann.org/IDN_basics  
 
 Other Internationalization Efforts under Standard and Policy Developments 

 Internationalize Resource Identifiers (IRI) in IETF 
https://datatracker.ietf.org/wg/iri/  

 
 Email Address Internationalization (EAI) in IETF 

http://datatracker.ietf.org/wg/eai/  
 

 GNSO Internationalized Registration Data (IRD) Working Group in ICANN 
https://st.icann.org/int-reg-data-
wg/index.cgi?internationalized_registration_data_working_group 

 


